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. 1, CLEARANCE AND SAP 
DEPARTMENT OF DEFENSE a. Facility Clearance Required 
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | cecerer 
(The requirements of the DoD Industrial Security Manual 


apply to ail security aspects of this effort.) b. Level of Safeguarding Required 
TOP SECRET 





2. THIS SPEGIFICATION 1S FOR: (X and complete as applicable} 3. THIS. SPECIFICATION IS: (X and complete as applicable) 


EI] a. Prime Contract Number = a : Date (YYMMDD) 
a. Original (Complete date inal cases} 











CJ b. Subcontract Number L] b. Revised Revision No. Date (YYMMBD) 
(Supersedes all previous specs) 








EJ c. Solicitation or Other Number Bue Date (YYMMDD) : , Date (YYMMDD) 
NRO000-14-C-0099 [1 c. Final (Compiete tem 5 in alf cases) 


4, IS THIS A FOLLOW-ON CONTRACT? [] Yes IX} No. if YES, complete the following: Classified material received or generated 
under: (Preceding Contract Number) is transferred to this follow-on contract. 

5. §S THIS A FINAL DD FORM 254? CI Yes & No. If YES, complete the-foilowing: In response tothe contractor’s request 
dated ae set Pe 

















a. Name, Address, and Zip Code B. CAGE Cade 
ViaSat, Inc. . 47358 Office of Security and Counterintelligence, COMM 
6155 El Camino Real Security 


14675 Lee Road 
Carisbad, CA 92009 ; Chantilly, VA 20151-1715 











c. Cognizant Security Office (Name; Address, and Zip Code) 








a, Name. Address, and: Zip Code 








Office of Security and Counterintelligenice, COMM Security 


14675 Lee Road (b) (6) 











/ Chanitiy, VA 20151-1718 _| (b)(3) 





8. ACTUALPERFORMANCE ee ee as 








a, Lacation b. CAGE Code c. Gognizant Security Office (Name, Address, and Zip Code} 


ViaSat, Inc. 47358 
6155 El Carino Real, Carisbad CA 92009 Office of Security and Counterintelligence, COMM Security 


aa Aten 44675 Lee Road 
(See Block# 13 for Additicnal Performance Locations Chantilly, VA 2015121715 


9, GENERAL IDENTIFICATION OF THIS PROCUREMENT 

(U) Development of a high speed (100 gigabits per second) Ethernet Encryptor (100G EE}, the fabrication of 
Engineering Development Models (EDM) and an Indefinite Delivery Indefinite Quantity (IDIQ) 100G EE production 
option. 





IN PERFORMING THIS. CONTRACT, THE CONTRACTOR WILL: 
a. Have access to classified information only at another 
contractor's facility or a government activity 
b. Receive classified documents only 





b. Restricted Data 





Xe 


c. Critical Nuclear Weapon Design Information c. Receive and generate classified material 








d. Formerly Restricted Data d. Fabricate, modify, or store classified hardware 


& 





e. Intelligence Information: @. Perform services only 








O 


Puerto Rico, U.S. Possessions and Trust Territories 


g. Be authorized to use the services of Defense Technical Information 
Center (OTIC) or other secondary distribution center 


h. Require a COMSEC account 
i. Have TEMPEST requirements 








a 





Ws 











x 


g. NATO Information 








h. Foreign Government information j. Have operations security (OPSEC) requirements 


i. Limited Dissemination information 


i 





Rik 
ix 








ma) 


j. For Official Use Only Information 





K 


k. Other (Specify) 
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DRV FIOM: NEG 6.0, 21 May.05 


UNCLASSIFIED 
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12. PUBLIC RELEASE. Any information (classified or unclassified} pertaining to this contract shall not be released for public dissemination 
except as provided by the Industrial Security Manual or unless it has been approved for public-release by appropriate U.S, Government 
authority. Propased public releases shall be submitted for approval prior to release [(] Direct Through (Specify} 






















(U) NRO Office of Contracts, COMM 14675 Lee Road, Chantilly, VA 20151-1715 
(U) See attached. Continuation of NRO Contract Security Classification Specification. (DD Form 254} 













13. SECURITY GUIDANCE. The security classification guidance needed for this. classified effort is identified below. If any difficulty is 
encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is 
authorized and encouraged to provide recommended changes; to challenge the guidance or the classification. assigned to any information or 
material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. 
Pending final decision, the information involved shail be handled and protected at the highest level of classification assigned or recommended. 
(Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional 
pages as needed to provide complete guidance.) 










(U) See attached Continuation of NRO Contract Security Classification Specification (DD Form 254) 





(U) Critical Protection Information: 
1. NSA Information Assurance Security Requirements Document and cryptographic key material. 







(U) Since the Contractor shail have DSS accredited SECRET work areas and C&A’ed Information Systems 
which the NRO will co-use and joint process on, the Contractor shall have a security program fully compliant 
with the National Industrial Security Program Operating Manual (NISPOM) and approved by the DSS. 

e (U) Technical lead personnel and personnel performing security-related tasks or requiring access to classified 
design documentation shall have at least SECRET clearances. The IAO program office may request SCI 
access for critical contractor personnel so they can better understand specific NRO use cases for the 100G EE. 

(U} The 100G EE will not be considered an Information System and therefore will not be C&A‘ed. 










e Section #8 — Additional Performance Locations (b)(3) 
-ViaSat, Inc., 
-ViaSat, Inc., 
-ViaSat_Inc.. (b)(3) 

(b)(6) 


14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition fo ISM requirements, are established for this contract. &] Yes [1] No 


(if Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements. 
Provide @ copy of the requirements fo the cognizant security office. Use item 13.if additional space is needed.} 


































See NISPOM requirement in Item # 13. 


15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. & Yes CINo 
(if Yes, expiain and identify specific areas or elements carved out and the activity responsible for inspections: Use Item 13 if additional space is needed.) 


Co-use and joint processing facilities up to SECRET and under cognizance of the DSS may be used for the 
execution of this contract. 


16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified 
information to be released or generated under this classified effort. All questions shail be referred to the official named below. 


























a. Typed Name of Certifying Officer b. Title ; c. Telephone (inciude Area Code} 
oN ee Program Security Officer 
d. Address (Includa.Zip Code} 17. REQUIRED DISTRIBUTION 


Office of Security and Counterintelligence, COMMAAO Security 
14675 Lee Road 
Chantilly, VA 20151-1715 


X a. Contractor 

C] b. Subcontractor 

[7] c. Cognizant Security Office for Prime and Subcontractor 

C14. U.S. Activity Responsible for Overseas Security Administration 
6. Administrative Contracting Officer 

["] f. Others as Necessary: 





DD FORM 254 (BACK), DEG 1899 
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UNCLASSIFIED 


(b)(3) 


(6)(3) 


(b)(3) 
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